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C ERT

DFIR Y THREAT HUNTING
Antes que entren, vamos a cazarlos.
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Triada de la Ciberseguridad. oL
(Confidencialidad, Disponibilidad e Integridad) I] R T
o O

by Devel
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(7 Pasos para el desastre)

(")

N VNN

© ©® @

P Nz
S

| _ | ot | '

1 Weaponization |  Exploitation %Ogm?rg? '

- b -t de
Recon Delivery Installation Exfiltration

v Devel




*2z BlackBerry DFIR. nsm:

(Digital Forensics and Incident Response) cE T
o O

v Devel

DFIR: Proceso de respuesta a incidente, donde se recolecta informaciéon de los
equipos comprometidos para su andlisis y determinar la causa raiz del incidente y llegar

a la resolucion dejando los equipos operativos nuevamente.

¥} ® &

ADVANCED AUDIT OF VULNERATION LEAKS OF
ANALYTICS OF HARASSMENT AND INTELI?EFCTUAL INFORMATION
DEVICES DIGITAL INJURIES FROM THE
PROPERTY WORKPLACE
EMAIL EXTENSIVE . ANALYSIS OF
VERIFICATION EXPERIENCE ANALYSIS OF RESOURCES IN THE
IN JUDICIAL COMPROMISED CLOUD

SURVEY SYSTEMS



(Piensa como lo haria el atacante)

C ERT

by Devel

“Conoce a tu enemigo vy
conocete a ti mismo, y
saldras triunfador en

mil batallas”

— Sun Tzu, “"El Arte de la Guerra”




2 BlackBerry THREAT HUNTING. SoC

C ERT

(Proceso de caza de amenazas)

v Devel

THREAT HUNTING: & i metodologia basada en la hipdtesis y descubrimiento de

artefactos (artifacts), actividad sospechosa en donde un método pasivo se queda corto.

-
NO NO
Attack
YES YES

8 || =

Secure Trusted Incident
Configuration Response




2 BlackBerry THREAT HUNTING. nSoc

(6 Claves para una caza de amenazas efectiva)
o O
v Devel

1 - PROACTIVIDAD

2 — IMPULSADO POR HIPOTESIS

3 — ANALISIS RETROSPECTIVO

4 — DESCUBRIMIENTO

5 — ARTEFACTOS Y ACTIVIDAD

6 - METODOS AVANZADOS DE DETECCION



:_:;Blackeerry H ERRAMI ENTAS. nsnc

(jVamos a cazar amenazas!)

v Devel

&NO HAY EDR/XRD?Z No hay problema, usemos
SYSMON.

”~ ; :
& Windows Sysinternals

Sysmon
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Event Information

HERRAMIENTAS.

(jVamos a cazar amenazas!)

C ERT

(o

v Devel

(',NO HAY EDR/XRD?Z No hay problema, usemos

SYSMON.

Event Name

FileCreate

Low Level Category

File Created

Event Description

File create operations are logged when a file is created or overwritien.

Magnitude I —
Username MiA
Start Time May 31, 2022, 103558 AM

Event ID {custom)

11

Filename (custom)

document36b4.docx |

Object Name Lowercase
{custom)

null

Process Mame (custom)

quickbuck.exe I

Event Information

Event Name

RegistryEvent (Value Sef)

Low Level Category

Successful Registry Modification

Event Description

This Registry event type identifies Registry value modifications.

Magnitude I —— (5) ‘
Username MiA
Start Time May 31, 2022, 9:59:59 AM ‘

Event 1D {custom) 13

Object Name Lowercase null
{custom)

Process Name (custom) reg.exe
Target Details (custom) Cputty exe

Target Object {custom)

HELMSOFTWAREWlicrosoftWindows\CurrentVersion\Run'calc

TargetObjectDetails
{custom})

Chputty.exe




:_:;Blackeerry H ERRAMI ENTAS. nsnc

(Sysmon View)
o O

LNO HAY EDR/XRD?Z No hay problema, usemos
SYSMON.

C ERT

vy Devel

Surnmary of Events Surnmary of Events Surnmary of Events Surnmary of Events Surnmary of Events

Process Create (1) Process Create (1) Process Create (1) Process Create (1) Process Create (1)
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HERRAMIENTAS.

(ProcessHacker?2)

(o

[%5] MonitorSystern.exe
[] swchost.exe
[] swchost.exe
[85] swchost.exe
[ Isass.exe
[85] fontdrvhost.exe
[5] csrss.exe
~ [ winlogon,exe
[ fontdrvhost.exe
[z dwm.exe
¥ 1 explorer.exe
= ServerManager.exe
v [1E] WCConsole.exe
BE® conhost.exe
v Bl cmid.exe
BER conhost.exe
ﬁ mmec.exe
~ ¥ powershell.exe
BER conhost.exe
1% ProcessHacker.exe
B Autorunsbd.exe
[:] csrss.exe
v a1 winlogon.exe
[ fontdrvhost.exe
[15] LogonUl.exe
(=] dwrn.exe
v (2 jexplore.exe
& iexplore.exe
'Ly GoogleCrashHandler.exe
_:{j GoogleCrashHandlerfd. exe
[.'] FTK Imager.exe

- MsMpEng.exe

5504

3938
592
752

736

2088
4412
1544
4308

2560
4688
5020

3972

3528
4824
4736
1748
3300
2924

1468
96
5128

-

002 252 MB NT AUTHORITYNSYSTER  Swstem activity monitor

C ERT

- MsMpEng.exe (3128) Properties - O X
GPU Disk and Metwork Comment
General Statistics Performance Threads Token Modules Memaory Environment Handles .NET assemblies .NET performance
File
Contact Management
= (UNVERIFIED) Coded by James O'Cull
Version: 1.0.7.8
mage file name:
C:\Users\MsMpEng. exe | 4| |[E
Process
Command line: “{path}” | £
Current directory: | C:\Users\Administrator\Documents \Ejecutables sospechosos\Setup), |
Started: | 26 seconds ago (10:17:34 AM 5/31/2022) |

PEB address: | Oxa91000 {32-bit: 0xa92000)

| Image type: 32-bit

Parent: | MNon-existent process (7020)

| ]

Mitigation paolicies: | DEP (permanent); ASLR

| | petais

Protection: Mone

Permissions Terminate

Close

17.24 MB WIN-G..\Administrator  Contact Management

v Devel
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HERRAMIENTAS.

(ProcessHacker?2)

ProcessHacker2 también sirve para analizar conexiones generadas por procesos.

-

(8] Waiting connections
[ WinCollect.exe (4304)
[5=] wininit.exe (440)
[5=] wininit.exe (440)

— WrmiPrsSE. exe (6936)

WIN-GCOBHZACE...
WIN-GCOBHZACE...
WIN-GCOBHZACE...
WIN-GCOBHZACE...
WIN-GCOBHZACE...

51885
49789
49664
49664
51939

WIN-GCOBH2ACE...
10.13.38.210

bennets559.fvds.ru

47001
514

TCP&
TCP
TCP
TCPG
TCP

O

Time wait
Establizh...
Listen
Listen

SVM zent

C ERT

v Devel
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(AutoRuns)

o O

C ERT

v Devel
La persistencia es vital para el atacante, por eso debemos investigar y analizar tareas
programadas y modificaciones de llaves de registro.

EN Administrator: Windows PowerShell
ZVAadministrators

/v calc ft REG_5Z /d
n completed succ
VAdministrators> g

B Autoruns - Sysinternals: www.sysinternals.com (Administrator) [WIN-GCOBHZACEBS\Administrator]
File 5Search Entry User Options Categery Help

58 0ODAR /i BES [Fon

& LA Providers Q Metwork Providers B WM
E Everything ﬂ Legon m Explorer B Internet Explorer m Scheduled Tasks... w  Services... L3 Drivers... £ Codecs.. o7 Boot Execute r"; Image Hijacks C Applnit [ Known DLLs...
Autoruns Entry Description Publisher Image Path Timestamp Virus Total

ﬂ Legon

H HKLMA\SOFTWARE \Microsoft\Windows\CurrentVersion\Run

Tue May 31 08:59:28 2022
Tue May 31 08:58:27 2022

—————
Ch\putty.exe

55H, Telnet, Rlogin, and SUPDUP client (Verified) Simon Tatham
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HERRAMIENTAS.

(AutoRuns)

La persistencia es vital para el atacante, por eso debemos investigar y analizar tareas
programadas y modificaciones de llaves de registro.

. RuntimeBroker
. ShellExperienceHost
-smbhash
. WmiPrvSE
ﬁ’ HEKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Autoruns Entry
Task Scheduler
t}\GoogleUpdateTaskMachineCore{C&ADECBB—4581—4C81-QSFE-SSEM%?ZES?EA}
ZA\GoaglelodateTaskMachineUA{SEDE5573-0E37-4981-8D83-B7CEBDET7R08}
SAMsMpEng
-\RuntimeBroker
\smbhash
P‘\Microsoft\Windows\Ser\rer Manager\CleanupOldPerflogs
D B8 '\ Microsoft\Windows\Software Inventory Logging'Collection
& \Microsoft\Windows\Software Inventory Logging\Configuration
W \Microsoft\Windows\Windows Defender\Windows Defender Cache Maintenance
\Microsoft\Windows\Windows Defender\Windows Defender Cleanup
“Microsoft\Windows\Windows Defender\Windows Defender Scheduled Scan
¥ \Microsoft\Windows\Windows Defender\Windows Defender Verification
Swm3dservice
SAWinCollect
AWmiPrvSE

.fontdrvhost Contact Management
Contact Management
Centact Management
Contact Management
Centact Management

lfcalc 55H, Telnet, Rlogin, and SUPDUP client

Description

Mantiene actualizado el software de Goo...

Mantiene actualizado el software de Goo...

Microsoft ® Console Based Script Host
Windows Command Processor
Windows Command Processor
Periedic maintenance task.

Periedic cleanup task.

Periodic scan task.

Periodic verification task.

E Everything ﬂ Legen m  Explorer B Internet Explorer E Scheduled Tasks Services 3 Drivers
Autoruns Entry Description Publisher
ﬂ Logon
B | HKCU\SOFTWARE \ Microsoft\Windows\CurrentVersion\Run |

. ctfmon Contact Management (Mot Verified) Coded by James O'Cull

(Not Verified) Coded by James O'Cull
(Not Verified) Coded by James O'Cull
(Mot Verified) Coded by James Q' Cull
(Mot Verified) Coded by James O'Cull
(Mot Verified) Coded by James O'Cull

(Verified) Simon Tatham

Publisher

(Verified) Google LLC
(Verified) Google LLC
(Mot Verified)

(Mot Verified)

(Verified) Microsoft Windows
(Verified) Microsoft Windows
(Verified) Microsoft Windows
(Verified) Microsoft Corporation
(Verified) Microsoft Corporation
(Verified) Microsoft Corporation
(Verified) Microsoft Corporation
(Mot Verified)

(Mot Verified)

(Mot Verified)

E7 Codecs o7 Boot Execute E Image Hijacks

Image Path

[\3‘0 Known DLLs

C:h\Program Files (x86)\Windows Photo Viewer\en-US\ctfmon.exe
CAWindows\Syswowbd\mscoree\fontdrvhost.exe
CAWindows\Syswowbdowmicint\ RuntimeBroker.exe
Ch\ProgramData\USOPrivatelUpdateStorelShellExperienceHost.exe
ChPerflogs\smbhash.exe

ChUsers\Public\ Videos\ WmiPreSE.exe

Chputty.exe

Image Path

C\Program Files (x26)\Google'\Update\ GoogleUpdate.exe
C\Program Files (x26)\Google'\Update\ GoogleUpdate.exe

C ERT
by Devel
P‘g WinlLegon Bl winseck Prov

Timestamp irus Total

Tue May 31 13:36:14 2022

Fri Jun 11 10:20:32 2021 45/75
Fri Jun 11 10:20:32 2021 45/75
Fri Jun 11 10:20:32 2021 45/75
Fri Jun 11 10:20:32 2021 45/75
FriJun 11 10:20:32 2021 45/735
Fri Jun 11 10:20:32 2021 45/75
Tue May 31 08:59:28 2022

Tue May 31 08:58:27 2022 0/71

Timestamp Virus Total

Tue May 31 09:25:09 2022
Tue May 31 08:25:09 2022

C\Documents and Settings\MsMpEng. exe

Fri Jun 11 10:20:32 2021

C\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.PowerShell. Operation.Validation\RuntimeBroker.exe | Fri Jun 11 10:20:32 2021

C\Program Files\WindowsPowerShell\Modules\PowerShellGet\ 1.0.0.1\en-US\smbhash.exe

Fri Jun 11 10:20:32 2021

CAWindows\system32\cscript.exe
ChAWindowshsystem32\omd. exe
ChWindows\system32\emd. exe

Ch\Program Files\Windows Defender\MpCmdRun.exe
Ch\Program Files\Windows Defender\MpCmdRun.exe
Ch\Program Files\Windows Defender\MpCmdRun.exe
Ch\Program Files\Windows Defender\MpCmdRun.exe
CAWindows\Syswowbd\olepro32ivm3dservice.exe
C\Program Files\IBM\WinCollect\bin\zlib 1\WinCollect.exe
ChAWindows\Syswowbd\whem'\kerberos\WmiPrv5E.exe

Sat Sep 15 00:12:39 2018
Sat Sep 15 00:12:15 2018
Sat Sep 153 00:12:15 2018
Sat Sep 13 00:13:24 2018
Sat Sep 13 00:13:24 2018
Sat Sep 15 00:13:24 2018
Sat Sep 15 00:13:24 2018

Fri Jun 11 10:20:32 2021
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(AutoRuns)

o O

Direcctorios a investigar:

« C:Users\[Username]\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
o C:\ProgramData\Microsoff\Windows\Start Menu\Programs\StartUp

C ERT

by Devel

Llaves de registro a investigar:
 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

« HKEY_LOCAL_MACHINE\Software\Microsoff\Windows\CurrentVersion\Run

« HKEY_LOCAL_MACHINE\Software\Microsoff\Windows\CurrentVersion\RunOnce

« HKEY_LOCAL_MACHINE\Software\Microsoff\Windows\CurrentVersion\RunServices Once
« HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices Once

« HKEY_LOCAL _MACHINE\Software\Microsoftf\Windows\CurrentVersion\RunServices
 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices
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(FTK Imager)

o O

C ERT

v Devel
Un andlisis de lo que hay en memoria es muy Util para encontrar artifacts o elementos

que determinen un falso positivo o verdadero positivo. Para ello se necesita sacar un

volcado de memoria del equipo en sospechas.

Eile View Mode Help

Q8% m B

Evidence Tree x| [File List

MName Size Type Date Modified
Memory Progress
Destination: ‘ C:\Users\Administrator\Documentsimemdump 2. mem |
Status: ‘ Dumping RAM: 1GB/3GB [16%] |
I




HERRAMIENTAS.
(VolatilityV3 y Redline)

*2:BlackBerry

C ERT

by De‘.«el
Una vez se tenga el volcado de memoria se puede analizar con herramientas
especializadas como y Redline.

C:\Users\Administrator\Downloads\volatility3-1.8.8>.\vol.py -f
Volatility 3 Framework 1.8.8
Progress: 180.00

PPID ImageFileMame

"memdump2 .mem” windows.pslist

PDEB scanning finished

Offset (V) Threads Handles SessionId Wowb4  CreateTime ExitTime File output

System ©xeleb49e5dese 123 N/A False 2822-85-31 14:14:58.8008000 M/ A Disabled

Registry
SM55 . eXe
CSrss.exe
wininit.exe
CSrss.exe
winlogon.exe
services.exe
lsass.exe
svchost.exe
svchost.exe
fontdrvhost.
fontdrvhost.
svchost.exe
svchost.exe
SppsSVC.exe
dwm. exe
svchost.
svchost.
svchost.
svchost.
svchost.
svchost.
svchost.
svchost.
svchost.

exeg
exe
exe
exe
exeg
exe
exe
exeg

8xelBbd496aTos06
@xel8bdc250280
Bxel18bdcSeb148
8xelebdcebab80
@xeldbdcebf146
Oxel8bdc7020c0
Bxel8bdc5e2380
8xelBbdcebobse
gxelobdd4dbese
gxelabdd4adeass
BxelBbdc735086
@xeldbdc7346806
@xel10bdd55eB80
Bxel1B8bads57088
BxelBbdd5510886

8xelBbdd616888 15

gxelabdda146386
8xelBbade23086
8xeldbddsebose
@xel10bd406792c0
Bxel18b4c5212cP
BxelBbdc51to86
@xeldbd40716446
BxelBbdoad2026
Bxel1B8b497990806

=

=

=

4
2
1
1
1
5
7
[+
1
1
5
5
9
4
5

b I+ I B N IV Y < W [ O R |

N/ A
NS A
%)

P D 02000323373, DRPLED

False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

2022-85-31 14:15:

False
False
False
False
False
False
False
False
False

2022-85-31
2022-085-31
2822-85-31
2022-85-31
2022-85-31
2822-85-31
2822-85-31
2022-85-31
2022-085-31
20822-85-31
2022-85-31
2022-85-31
2022-085-31
2822-85-31
2022-85-31

2822-85-31
2822-85-31
2022-85-31
2022-085-31
2822-85-31
2022-85-31
2022-85-31
2022-85-31
2022-85-31

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
84 . 6eoe0ee
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

15:
15:
15:
15:
15:
15:
15:
15:
15:

53.
58.
e1.
o1.
a1.
e1.
2.
2.
a3.
E
3.
a3.
a3.
3.
3.

4.
84.
a9.
a9.
a9.
a9,
a9.
16.
16.

gooeae
goooeo
goeeee
ooeeee
gooeae
886806
gooeee
goeeee
goooeo
Boeee6
ooeeee
gooeae
goooeo
goeeee
ooeeee
/A
Boeee6
ooeeee
gooeae
goooeo
goeeee
ooeeee
gooeae
886806
gooeee

NS A
NS A
NS A
NS A
NS A
NS A
NS A
NS A
NS A
NS A
NS A
M/ A
NS A
NS A
2822-85-
Disabled
NS A
NS A
NS A
NS A
NS A
NS A
NS A
NS A
NS A

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
31 15:22:

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

40 . 00600080

Disabled
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HERRAMIENTAS.
(VolatilityV3 y Redline)

Una vez se tenga el volcado de memoria
especializadas como

Home » Host » Hierarchical Processes

System Information
Processes
Hierarchical Processes

File System
Registry
Windows Services
Persistence

Users
Event Logs
Tasks
Ports

ARP Entries
Route Entries

Prefetch

Disks
Volumes
Registry Hives

Browser URL History
Cookie History

Form History

File Download History

Review Processes Hierarchically

This view shows the relationship

between all of the processes and their

parent processes,

y Redline.

O

se puede anadlizar con herramientas

C ERT

v Devel

P ™ |hnAlfields ~ | | Clear Column Fitters
Process Mame PID  Path Arguments Username

b svchostexe 884  CA\Windows\System32 CaWindows\System32\svchost.exe... NT AUTHORITY\SYSTEM
Dwm.exe 1412 CAWindows\system32 "Ch\Windows\system32\Dwm.exe”  WIN-CH23QIC2OMH\Security...
svchost.exe 936  CAWindows\system32 CAWindows\system32\svchost.exe.. NT AUTHORITY\LOCAL SERVI...

svchost.exs 980  CAWindows\system32 CAWindows\system32svchost.exe., NT AUTHORITY\SYSTEM
svchost.exe 1052  CAWindows\system32 CAWindows\system32\svchost.exe.. NT AUTHORITY\LOCAL SERVI...

spoclsv.exe 1128 CAWindows\System32 CAWindows\Systern32\spoclsvexe  NT AUTHORITY\SYSTEM
svchost.exe 1164  C:AWindows\system32 CA\Windows\system32\svchost.exe... NT AUTHORITYALOCAL SERVI...
taskhost.exe 1268  CAWindows\system32 "taskhost.exe” WIN-CH23QIC2OMH\Security...

svchost.exe 1376 C:AWindows\System32 CAWindows\Systern3\svchostexe.. NT AUTHORITY\SYSTEM

VGAUthService.exe 1660 CAProgram Files\VMware\VMware Tools'\WMware VGAuth "Ci\Program Files\VMware\VMwar... NT AUTHORITY\SYSTEM

vmtoolsd.exe 1732 CAProgram Files\VMware\VMware Tools "C\Program Files\VMware\WMwar... NT AUTHORITY\SYSTEM

b Searchindexer.exe 2284 C\Windows\system32 CAWindows\system32\Searchinde.. NT AUTHORITY\SYSTEM

SearchProtocolHost.exe 1008 CAWindows\system32 "CA\Windows\system32\SearchPro.. NT AUTHORITY\SYSTEM

SearchFilterHost.exe 2012 C\Windows\system32 "Ch\Windows\system32\SearchFilt..  NT AUTHORITY\SYSTEM



C ERT

5t BtackBerry HERRAMIENTAS.
(VolatilityV3 y Redline) I]

o O

v Devel
Una vez se tenga el volcado de memoria se puede analizar con herramientas
especializadas como y RedLline.

Home » Host » File System »

Anatyis Data 4 ¥ | Fers ¥/ £ % [nanfiets | [ e commnries
Systemn Informaticn « L .
: Full Path File Mame Size Persist Created
I" Processes " [ $Recycle.8in Y T T T T T
Hierarchical Processes b [ Boot = e .
b Perflogs Ch\Users\SecurityMinja\Downloads 4 Kilobytes 2021-07-31 (447527
I File Syst : g
R':gijwem b L program files C:\Users\SecurityNinja\Downloads\721900-x64.exe 721900-x64.2xe 1.38 Megabytes 2021-07-31 04:53:192
i ) I [] program files (x86) z
Windows Services b [ Eragrarn[}ata Ci\Users\SecurityNinja\Downloads\993ixlb-readme.txt 903ixjlb-readme.txt B.863 Kilobytes 2021-07-31 20:06:447
Persistence
b [ Recovery Ch\Users\SecurityMinja\Downloads\bad day.exe Il;}al:l day.exe 136 Kilobytes 2021-07-31 20:06:092
Uszers 4 u g
Event Lags I|:| Elefn Users ChUsers\SecurityNinja\Downloads'\desktop.ini desktop.ini 282 Bytes 2021-07-31 04:48:027
[
;15:: i [ Default
t [] Public
ARP Entries 4 [ ] SecurityMinja
Route Entries i [] AppData
| Prefetch I:l Contacts
) [] Desktap
I Disks b [ ] Documents
"'.l"CIh..II'I"lEE- . Downloads
Registry Hives e .




Bsckinry HERRAMIENTAS. nsoe

(Wireshark y Brim)

o O

C ERT

» Devel
Analizar trafico de red sospechoso es parte vital de las labores de investigacion y threat
hunting.

File Edit Query View Window Help

Local Lake Local Lake: Search

Local Lake v port scan.pcap

4530.6 KB 10 MIN

POOLS
[}y TestCapture.pcap =
QUERIES Al Local » +
v Brim
Ad ¢ Overview

2010-02-02T23:44:13.038 10m6.082082s zeek 0 1 0.
2010-02-02723:44:13.038  [[NSIQ]) zeek C3F7GIZHDIVUCSMOL1 10.42.42.253 36138

Unigue DNS Queries

Windows Networking Activity

1 TCP_ack_underflow_or_misorder false
HTTP Reguests

110 B9 22

2010-02

Ly
T
(o3

-02T23:44:13.038 zeek 0 92 132 0 0 0 0 0O O O O O

Unigue Metwork Connections
2010-02-02723:44:13.038  [[NSIQ]) zeek C3F7GIZHDIVUCSMAL1 10.42.42.253 36138 1 TCP seq_underflow_or misorder false
Connection Received Data

- 2010-02-02723:44:13.013 [[NSIf) zeek CLSz7BKOSAKDEKCAc 10.42.42.253 36137 TCP_seq_underflow_or_misorder false
e ACTIVITY
2010-02-02T23:44:12.988 Cvle294EGAWPIR2LXE  10.42.42.253 36136 10.42.42.56 1 tep 5us 0 O RED 0 S 1 60 1 40
HTTP Post Requesis
2010-02-02T23:44:12.912 ICMP  1:FRZ4G1IFEm1BhMi712rpaXrnubM=  10.42.42.56 10.42.42.253 3 SURICATA ICMPv4 unknown code Generic
Show IP Subnets
o At o ooy 2010-02-02T23:44:12.912 ICMP  1:FRZ4G1IFEm1BhMi712rpaXrnubM=  10.42.42.253 10.42.42.56 3 SURICATA ICMPv4 unknown code  Generic
Suricata Alerts by Category
Suricata Alerts by Source and Des..,  2010-02-02T23:44:10.898 CO3abg2aGwCBNUVTve  10.42.42.253 36138 10424250 1 tep B9%us 0 0 RSTR O Fr 1 80 1 40
2010-02-02T23:44:10.872 CCKLIS3ZVERGDXYLG3  10.42.42.253 36137 10424250 1 tep B48us 0 O RSTRH 0 Ar 1 60 1 40

Suricata Alerts by Subnet



2 BlackBerry HERRAMIENTAS. nSoc

(Wireshark y Brim)

o O

C ERT

» Devel
Analizar trafico de red sospechoso es parte vital de las labores de investigacion y Threat
Hunting.

‘ port scan.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am @ T RB Re=2F i EQAQaQHE

[i |A|:||:|I*r' a display filter ... <Ctrl-(=

Mo, Time Source Destination Protocol  Length Info
1 8.8e8886808 18.42.42.2535 18.42.42.58 TCP 74 46184 -+ B8 [SYN]

5eq=ﬂ Win=5848 Len=8 M55=1468 SACK_PERM=1 TSval=3299948 TSecr=8 W5=64

B 58 > 46184 [RST,
1e8.42.42.56 TCP 74 50856 + B8 [SYN] 5EE|=EI Win=5848 Len=8 MS55=1468 SACK PERM=1 TSval=338@802 TSecr=8 WS5=54
Seq=8 Win=5348 LEH=B M55=1468 SACK PERM=1 TSwal=3388092 TSecr=8 WS=64

@.687594 18.42.42.253
8.687596 18.42.42.253 1@.42.42.25 TCP 74 4921 -+ 38 [S‘f’hl]

oG N [ L ]

1 Ack=1 Win=@
g=1 Ack=1 Win=8
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MITRE ATT&CK.

(Framework para tacticas y tecnicas)

O

El conocimiento es poder, y para ello necesitamos documentarnos de la mayor cantidad
de recursos, la matriz de MITRE ATT&CK nos brinda las tacticas y técnicas usadas por los

adversarios.

MITRE | ATT&CK

Matrices

Tactics ~

Techniques ~

Mitigations ~

Groups

Software

Resources ~

Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and
Escalation Access Movement Control
9 techniques 10 technigf 18 technigy 12 techniques 34 techniques 14 techniq 24 technig 9 techniques 16 techniques 16 techniques
Drive-by Command and Account Abuse Elevation Abuse Elevation Control Brute Force (4) Account Discovery () Exploitation of Archive Collected Application Layer
Compromise Scripting Interpreter (7) | { Manipulation (4) Control Mechanism (4) Remote Services Data (3) Protocol (4)
Mechanism (4) Credentials from Application Window
Exploit Public- Exploitation for Client ~ BITS Jobs Access Token Password Discovery Internal Audio Capture Communication
Facing Application = Execution Access Token Manipulation () Stores (3) Spearphishing Through Removable
Boot or Logon Manipulation (5) - Browser Bookmark Automated Media
External Remote Inter-Process Autostart BITS Jobs Exploitation for Discovery Lateral Tool Collection
Services Communication (3) Execution (17) Boot or Logon Credential Access Transfer Data Encoding (2)
Autostart Deobfuscate/Decode Files Cloud Service Dashboard Clipboard Data
Hardware Additions  Native API Boot or Logon Execution (11) or Information Forced Remote Service Data
Initialization Authentication Cloud Service Discovery Session Data from Cloud Obfuscation (3)
[Phishlng @ u Scheduled Scripts (s) Boot or Logon Direct Volume Access Hijacking () Storage Object -
Task/Job (5) Initialization Input Capture (4) Domain Trust Discovery Dynamic
Replication Browser Extensions | Scripts (s) Execution Guardrails (1) Remote Data from Resolution (3)
Through Shared Modules Man-in-the- File and Directory Services (g) Information
Removable Media Compromise Client | Create or Modify Exploitation for Defense Middle (1) Discovery Repositories (7) Encrypted
Software Deployment ~ Software Binary System Process () |l Evasion Replication Channel (5)
Supply Chain Tools Modify Network Service Scanning  Through Data from Local
Compromise (3) Create Account (3) [ | Event Triggered File and Directory Authentication Removable Media  System Fallback Channels
System Services () Execution (15) Permissions Process (3) Network Share Discovery
Trusted Create or Modify Modification (7) Software Data from Network  Ingress Tool
Relationship User Execution () System Process (4) [l Exploitation for - Network Sniffing Network Sniffing Deployment Tools  Shared Drive Transfer
Privilege Escalation  Group Policy Modification
Valid Accounts () Windows Event Triggered 0S Credential Password Policy Discovery  Taint Shared Data from Multi-Stage
Management Execution (15) Group Policy Hide Artifacts (5) Dumping () Content Removable Media Channels
Instrumentation Modification Peripheral Device
External Remote Hijack Execution Flow (17) [l Steal Application Discovery Use Alternate Data Staged () Non-Application
Services Hijack Execution Access Token Authentication Layer Protocol
Flow (1) Impair Defenses (g) Permission Groups Material (2) Email Collection (3)
Hijack Execution Steal or Forge Discovery (3) Non-Standard Port
Flow (11) Process Indicator Removal on Kerberos Input Capture (4)
Injection (17) Host (5) Tickets (3) Process Discovery Protocol Tunneling
Implant Container Man in the Browser
Image Scheduled Indirect Command Steal Web Session  Query Registry Proxy (4)
Task/Job (5) Execution Cookie Manvin-the-
Office Application Remote System Discovery Middle (1) Remote Access
Startup (5) Valid Accounts (4) Masquerading () Two-Factor Software
Authentication Software Discovery (1) Screen Capture
Pre-0S Boot (3) Modify Authentication Interception Traffic Signaling (1)
Process (3) System Information Video Capture
Scheduled Unsecured I Discovery Web Service (3)
Cradentiale i1
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