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Biological Pandemic vs. Cyber Pandemic:

Similarities and Parallelization, Lessons Learned

BIOLOGICAL

Virus infection rate (R0O) (source:WHO)
The average number of people that one
person with a virus infects

Flue: 1.3, SARS: 2-4, Corona: 2.5
Ebola:1.6-2, ZIKA:2-6.6,Measels:11-18

Best treatment: Vaccination
Dealing with Infection Best Practices:

1)Quarantine, shelter in place
2)Isolation
3)Contact tracing

common treatment (until vaccination):
1)Mask

2)Hygiene

3)Social distancing

),

CYBER

Malware infection rate (R0O) The average number
of infections that one host with a malware causes

Cyber attack- >27(source: WEF, NSTU),
Slammer: doubled in size every 8.5 seconds,
Code red — 2000 new hosts per minute

Best treatment: Real Time Prevention

Best Practices- Continuous process of:

1)Quarantine: sandboxing, micro segmentation
2)Isolation: Zero Trust, segregation

3)Tracing: Threat Intel., Al, SOC, Posture management

1)Awareness: think before you click ...
2)Cyber Hygiene: Patches, Compliance...
3)Asset distancing- network Segmentation,
Multi Factor authentication...
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From: sweepstakechoices [N
To:

Ca

Subject: Qualify and GET an iPhone6!

Qualify and GET an iPhone6!

How to Snag- an Iphone-6

Start and Begin-Here Today
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Apple Support
Kirk McElhearn
YOUR APPLE ID WAS USED TO SIGN IN TO ICLOUD ON AN IPHONE 3

Dear Apple Customer,

0 Your Apple 1D has been Disabled for Security Reasons!

Someone just tried to sign in into your Apple account from other IP Address

Please confirm your identity today or your account will be Disabled due to concerns
we have for the safety and integrity of the Apple Community

To confirm your identity, we recommend that you go to

Regards
Apple Customer Support
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27-11-2017, 01:36 AM

apac hetelas@ & Telas Fakes [A]JPACHE
Membro *COLHA SUAS PROPRIAS INFOS E PAGUE SEUS BOLETOS*

~TELAS FAKES COMPLETAS, COM SUPORTE TOTAL~

~BOLETOS VALIDOS EM CAIXAS ELETRONICOS E APLICATIVOS MOBILE~

*COM PAINEL ADMINISTRATIVO PARA INSERGAO DE PRODUTOS, APENAS COM A URL*

- ANTI-PISHING

-CONTROLE DE INFOS

-NOTIFICACAO SONORA

-ATENDIMENTO VIA CHAT

-ENVIO DE 27 VIA DE BOLETOS

-CONTROLE DE USUARIOS EM TEMPO REAL

- SISTEMA DE IDENTIFICADOR DE ANALIZE FACEBOOK (X9) NOVO AMERICANAS

*LISTA DE TELAS DISPONIVEIS* Walmart

AMERICANAS - LETO E CC - Aluguel semanal R$ 200,00 - COM X9 PONTO YFRIO

WALMART - LETO E CC - Aluguel semanal R$ 200,00 - COM X9

FONTO FRIO - LETO E CC - Aluguel semanal R$ 200,00 - COM X9 TS
Data de Ingresso:  Now CASAS BAHIA - LETO E CC - Aluguel semanal R$ 100,00 — LA
Posts: . SUBMARINO - LETO E CC - Aluguel semanal R$ 100,00 BA IA“

SHOPTIME - LETO E CC - Aluguel semanal R$ 100,00

EXTRA - LETO E CC - Aluguel semanal R$ 100,00

/i
| —

TELA PONTO FRIC OMLIME

extra

SUPORTE TOTAL
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[A]JPACHE ADMIN Painel Administrativo N =

Configuracgdes

Pagina Inicial

Conhguracdes

Adicionar Usuarios

Gerenclar Usuanos

Editar Usuario

Cadastrar Boletos

Gerenciar Boletos

Backup Infos

SenhaSMS

Gerenciar Infos
SMS Cadastro

Adidonar Produtos
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B Meus Pedidos  {@ Dividas @mm “® Refira Rdpido @ Nossaslojas % Televendas: 4003-2773

Barna | ) G

TVse ori ésticos | Cameras e Fil Celulares e ati ateis | Moveis | Salde e Beleza | Games | Utilidades Domésticas

= DEPARTAMENTOS
Esporie e Lazer | Livios | F Automotivo | Brinquedos | Bebés | Cama, Mesa e Banho | Relogios | Moda | Malas | Tablets | Decoragdo | Black Friday

Casas Bahia Recompra £ b n até 24 fixas no cartao Casas Bahia, Peca ja

Android

Smartphone Samsung Galaxy J7 Prime Duos Dourado com 32GB, Tela 5.5", Dual
Chip, 4G, Camera 13MP, Leitor Biométrico, Android 6.0 e Processador OctaCore

Encontre uma loja  Dividas

¥
Entre ou Cadastre-se -

i~ COMPRE POR TODA LOJA TELEFONIA ELETRODOMESTICOS TVS E ACESSORIOS MOVEIS ELETROPORTATEIS INFORMATICA SERVIGOS

Android

Smartphone Samsung Galaxy J7 Prime Duos Dourado com 32GB, Tela 5.5", Dual
Chip, 4G, Camera 13MP, Leitor Biométrico, Android 6.0 e Processador OctaCore

&) 1magens

que e Compre (2)
oint + 10006

De: R$31:395

Por: R$949,00

Economia
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Detained Phishing Creator
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The Lion king




target

C&C servers botnet
J&) Check Point (IoT devices)
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A\ V% IoT Botnets - Timeline

- w0 T A —
IR [ [ m
[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release &
Yesterday, 12:50 PM (This post was last modified: Yesterdey 04:26 PM by Anna-senpei.) —
Anna-senpai & =
L33t Member
(1111]]
Ao 3377
Preface
Greetz everybody,
1 When I first go in DDoS Industry, I wasn't planning on staying In it long. I made my money, there's lots of eyes looking at 10T now, so It
2 0 1 6 | However, 1 know every skid and their mama, it's their wet dream to have something besides gbot. >

So today, | have an amazing release for you, With Miral, I usually pull max 380k bots from teinet alone. However, after the Kreb DDoS,

i shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping.
So, I am your senpai, and I will treat you real nice, my hf-chan, o for Monster Botnat
I-:’ I-:l u ;?;Gst: NN tnit: FOINT nzm
ks ' &

GitHub W
r

Pal
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Overview

Popular repgsifories

Busybot

7 contributid

ve to
| mirat

wnues i the State of
rea. Based on per
he state of Washington

_J This botnet seems to be referencing someone that sounds familiar,

2P LoadetesT159

the armvé -compile
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The Little Mermaid




contract

Delete File

delete this file?

Are you sur o permanently
Areyou s

or else
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20% % Attacked Organizations

Ransomware
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CHECK FOINT RESEARCH

Break-Down

Over the past two weeks, Ryuk, a targeted and well-planned Ransomware, has attacked
various organizations worldwide. So far the campaign has targeted several enterprises,

while encrypting hundreds of PC, storage and data centers in each infected company.
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Ryuk
T1{E WAL STREET JOURNAL

@he New Work Times

Cos Angeles Cimes

(@ hicago Tribune
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50% % Attacked Organizations

30% \J\

0
20% —Cryptominer

Ransomware

10% ¥
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Coin mining Wallet theft
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Malicious Cryptomining -
Correlation with Currency Value
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Sleeping Beauty
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Set Wallpaper
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Developers

- - : » S ————

public Settings(Context paramContext)

{

this.amPreferences = paramContext.getSharedPreferences(”com.andriod.browser.AMService”,
this.userName = readStr("UserName");

if (this.userNa :
. save("UserNamdf', "daeshsh");
h

this.serverAddress = readStr("ServerAddress™);

i_F {thiS.S‘ [T R L e L B R | J' 3 (WL - LR ] 3 HIJIJ_L_L\_G (SR | 3 (L=l SR BT LAY - N 3 [ L L 3 W AluaTu 3 [ IELT W R 3
. save("Se public static final String DELETE_FILE_KEY = "Delete File",
} public static final int FILES TNDEX = 84,

this.backuy public static final 5tring GET_FILE_KEY = "Get File";
if (this.b: public static final int HARDWARE_INFO_INDEX = 118,

. save("Ba public static final int LOCATION_TNDEX = 119;

} public static final int LOG INDEX = @; 3

this.hiddel Public static final long MAX_AUDIO_5IZE = cBoesgel; : “4.\

save("Medi public static final String MEDIA BUSY KEY = "Media Busy™; !;
public static final S5tring MEDIA EXTENTION = ".mda";

save("Get
save("Dele public static fimal int PHOTO_INDEX = 187;

refresh(); public static final String RECORD CALL KEY = "Record Call™;

} public static final String SERVER_ADDRESS = http [ fennn . ageotoyber. com/bru™;
public static final String SM5 RECETL yrovider. Telephony.SM5 RECEIVED™;
public static final String USER_NAMER= "USEF1395" ;i !
public static final String VERSION = -

public static final int VIDEO_TNDEX = 1@8
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Developers Victims Method

public Settings(Context paramContext)

The Ku I‘d |S h Amazon Shopping »
Minority

Persian
Citizens

®'ll'i
this.amPreferences = paramContext.getSharedPreferences(“con.
this.userName = readStr(*Userilame”);
if (this.userName = “None") {
save("UserNlame”, “"daeshsh”);

this. = readStr(" s");
if (this.serverAddress -- “None™) {
save("ServerAddress”, "http://uww.Firmiaresystemupdate. com/mh");

}
this.backupAddress = readStr("BackupAddress”);
if (this.backupAddress = “None") {

Firm

save dress”, "http://wm.firmaresyst /I00")5 L L e s e
J  public static final String DELETE_FILE_KEY - "Delete File";
i public static final int FILES_TNDEX - 84
S8V public static final String GET_FILE_KEY = "Get File";
z: public static final int HARDWARE TNFO_INDEX = 118;
% public static final int LOCATION_INDEX = 119;
) public static final int LOG_INDEX = 0;
public static final long MAX_AUDIO_SIZE - 600900L;
public static final String MEDIA BUSY KEV - “Media Busy";
public static final String MEDIA_EXTENTION = ".mda";
public static final int PHOTO_INDEX - 107;
public static final String RECORD_CALL_KEY = "Record Call”;
public static final String SERVER_ADDRESS - “http://uw.ageofcyber.com/bru"; .
public static final String SMS_RECEIVED = “android.provider.Telephony.SMS_RECEIVED"; ‘ m . E ‘
public static final String USER_NAME = “User1395";
public static final String VERSION
public static final int VIDEO_INDEX
¥

. J

Surveillance of citizens?
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THE MOST COMPLETE SECURITY

| SECURE THE CLOUD

é CloudGuard

CloudGuard
Posture Management
Posture Management

CloudGuard

Intelligence

Network Traffic Analysis

& Visibility
CloudGuard CloudGuard
Workload Network
Runtime Workload Cloud Access Control
Protection & Prevention
CloudGuard
AppSec
Web and API Protection
- o)
Eg 4
Multi & Hybrid Cloud SD-WAN
s uua ntum SECURE THE NETWORK
Quantum Quantum Quantum
Security Gateway Maestro SMB
Perimeter & Hyperscale Branch & SMB
Data Center
Quantum Quantum
Rugged loT Protect
ICS Security loT Security
Access Control Access Control

Multi-layered Security
Advanced Threat Prevention
Data Protection

°
& cHeck poINT

Multi-layered Security
Advanced Threat Prevention
Wi-Fi, DSL, 3G/4G/ LTE

e e o e e e e e e o e e e g B B B B

A

@ Infinity-Vision

CONSOLIDATED MANAGEMENT

& SECURITY OPERATIONS

N g

INFINITY
PORTAL

Management & Unified Visibility

O

Infinity
s0C
Security Operations & XDR

RD

Security Platform

L

Quantum
Smart-1 Cloud

Management

THREATCIQUD

Threat Intelligence

>

‘.’ Harmony

| SECURE USERS & ACCESS

REMOTE ACCESS
Harmgny Corporate Access
Connect Internet Access
EMAIL AND OFFICE
Account Takeover Protection
Harmony Data Loss Prevention
Email & Office Threat Prevention
Zero Phishing
ENDPOINT AND MOBILE
Harmony Harmony Harmony
Endpoint Browse Mobile
| i
Threat | | .
Prevention i Zero Day i App Protection
. i Browser I Network
Anti- | Protection ' Protecti
Ransomware ! ' rotection
f ! Threat ' Device
Forensics ! . .
. I Prevention 0 Protection
Secure Media i Zero Phishin i
Access Control | 9 :
1 1
1 1

40



Check Point

SOFTWARE TECHNOLOGIES LTD.







