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Biological Pandemic vs. Cyber Pandemic:
Similarities and Parallelization, Lessons Learned

INFECTION RATE
Virus infection rate (R0) (source:WHO)
The average number of people that one 
person with a virus infects

Flue: 1.3,  SARS: 2-4,  Corona: 2.5
Ebola:1.6-2, ZIKA:2-6.6,Measels:11-18

INFECTION PREVENTION
Best treatment: Vaccination
Dealing with Infection Best Practices:

1)Quarantine, shelter in place
2)Isolation 
3)Contact tracing

SAFETY BEST PRACTICES
common treatment (until vaccination):
1)Mask
2)Hygiene 
3)Social distancing

BIOLOGICAL PANDEMIC

INFECTION RATE
Malware infection rate (R0) The average number 
of infections that one host with a malware causes

Cyber attack- >27(source: WEF, NSTU),
Slammer: doubled in size every 8.5 seconds, 
Code red – 2000 new hosts per minute

INFECTION PREVENTION
Best treatment: Real Time Prevention

Best Practices- Continuous process of:

1)Quarantine: sandboxing, micro segmentation

2)Isolation: Zero Trust, segregation  

3)Tracing: Threat Intel.,  AI, SOC, Posture management

CYBER PANDEMIC

SAFETY BEST PRACTICES
1)Awareness: think before you click …
2)Cyber Hygiene: Patches, Compliance… 
3)Asset distancing- network Segmentation, 
Multi Factor authentication…
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Perimeter & 

Data Center

Branch & SMBHyperscale

IoT Security

• Access Control

• Multi-layered Security

• Advanced Threat Prevention

• Data Protection

• Access Control

• Multi-layered Security

• Advanced Threat Prevention

• Wi-Fi, DSL, 3G/4G/ LTE

SECURE THE NETWORK

Threat Intelligence

Security Platform

Management

CONSOLIDATED MANAGEMENT 

& SECURITY OPERATIONS

PORTAL

Management & Unified Visibility

Security Operations & XDR

ENDPOINT AND MOBILE

SECURE USERS & ACCESS

• Threat 

Prevention

• Anti-

Ransomware

• Forensics

• Secure Media

• Access Control

• Zero Day 

Browser 

Protection

• Threat 

Prevention

• Zero Phishing

• App Protection

• Network 

Protection

• Device 

Protection

EMAIL AND OFFICE

• Account Takeover Protection

• Data Loss Prevention

• Threat Prevention

• Zero Phishing

SD-WAN

Runtime Workload 

Protection

Web and API Protection 

Posture Management 

& Visibility
Network Traffic Analysis

Cloud Access Control

& Prevention

SECURE THE CLOUD

Multi & Hybrid Cloud

REMOTE ACCESS

• Corporate Access

• Internet Access

ICS Security

THE MOST COMPLETE SECURITY 





THE END


