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e implementacion de soluciones tecnologicas.
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Fundada: 2006
Oficinas centrales: Irvine, California

Clientes Globales: mas de 11,000

Reconocimiento:

= 7 afos entre las compainiias de software
de EEUU con mas rapido crecimiento

= Mas de 150 premios de la industria

= Softron trabaja con Netwrix desde 2016
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;Por que estamos hoy aqui?

$2.56 millones de ddlares es el costo total
promedio de una filtracion de datos.*

Los datos confidenciales crecen sin control y estan en riesgo.

Los usuarios tienen acceso a mas datos confidenciales de lo que
necesitan.

Las filtraciones de datos tardan demasiado en identificarse y
contenerse, lo que amplifica el dafio.

Las herramientas de seguridad en silos dejan huecos y reducen la
eficiencia.

Fuente: Cost of a Data Breach Report 2021
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:Cuales son sus procesos de Gobierno de Acceso a los Datos?

PREVENIR

REMEDIAR

IDENTIFICAR PROTEGER DETECTAR RESPONDER RECUPERAR

¢,Qué informacion es
sensible?

¢,Donde esta?
¢ Esta en riesgo?

¢, Quién tiene acceso a
esa informacion?

¢, Quién debe tener
acceso a los datos
confidenciales?

¢, Cobmo mantener los
derechos de acceso al
minimo requerido?

¢, Como minimizar el dafio
del ransomware y otros
ataques?

¢, Quién esta accediendo
a los datos
confidenciales?

¢, Qué tan rapido
podemos detectar
actividad inusual en torno
a datos confidenciales?

¢ Qué tan rapido puede
responder a un incidente?

¢,Podemos determinar
coémo se desarroll6?

¢, Sabemos si hay que
reportar una filtracion?

¢, Qué datos debemos
recuperar?

¢, Coémo podria haberse
prevenido o bloqueado el
incidente en sus primeras
etapas?
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Ciclo completo de Gobierno de Acceso a los Datos

PREVENIR

REMEDIAR

IDENTIFICAR PROTEGER DETECTAR RESPONDER RECUPERAR

ldentifique los
datos sensibles, sus
propietarios y
quién tiene acceso.

Detecte los riesgos
a su alrededor,
como el acceso
abierto.

Remedie los
permisos excesivos.

Realice revisiones
periddicas del
acceso de los
usuarios para hacer
cumplir el principio
de privilegio
minimo.

Detecte actividades
sospechosas en
torno a los datos,
COMO accesos
inusuales o intentos
de elevacién de
privilegios.

Responda a las
amenazas en torno
a los datos
confidenciales mas
rapido.

Investigue el
incidente para
formular la mejor
respuesta.

Cree un plan de
recuperacion e
incorpore las
lecciones
aprendidas.
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“Navaja Suiza” para visibilidad

en toda su infraestructura

@ Active Directory

Windows
Server

VMware
=N Network
Devices

@ Azure AD

Audit

Windows
File Servers

@ Dell EMC
o NetApp
9 Nutanix Files

SQL Server
Oracle
Database

@ SharePoint
Exchange
Office
365

Data Discovery and Classification

PostgreSQL
e Google Drive
@ Box

e Dropbox
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Exthange Onime

File Servers
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EnarePoint

ESharePoint Daline

S0 Server

Vidware

Windows Server Q

Diata Discovery and Classification

Loivity Relsted to Sensitive Files and Tolders

File and Folder Calegories by Oibject

B

B

B ndost Accessible Sensithee Fies and Folders
H overexposed Fles and folders

B seasitive iz and Folder Permissions Details
B
B

Sensitiee Files and Folders by Owner

Semsitnce Fdes Coust by Source

Data Discovery and Classification

Contains a set of reports that help to detedt sensitive data. Use this reports for security mvestigations related to unawthonzed access and when planning data protedtion measures,
Mote: For these reports to fundion properly, the “Data discovery and dassficstion festurs” must be enabled.




Netwrix Auditor 9.96 - —

Visibility Platierm for User Behaar Anabyis and Risk Miigation

New Netwrix Auditor 10.0 is here.

< Released on 09/14/2021, Leamn more. >
Quick Start Intelligence Configuration
New Active New Windows
Directory Plan File Servers Plan Search Reports Manitoring Plans
= | — in
= =IO -
D = Oy -
New Windows New SQL 8ehavior Enterprise
Server Plan Server Plan anomalies Risk assessment overdew Alerts Subscriptions
M & P B 5| S
New New Exchange failed activity User account Activity outside Compliance
Exchange Plan Online Plan trend status changes business hours mappngs Live news
QP> @ B E 2 & =
Logans by single Administrative AD or Group Pelicy
MNew uzer from multiple group and rofe medifications by
Azure AD Plan All data sources endponts changes adrministrator Settings Health status
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¢ Enterprise Overview

Hame > Enterprise Overview
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A Who & Action 2\ what © When g Where

N Search

Home > Search

Operator
v | Equals

v | Equals

v | Equals

Data source ¥ | Notequalto

<+ Add

D’ Open in new window i Sirmple mode

Who

NWXDEMO\ceast
Session ID: 3685 14fa-0000-0000-01d5- 10fb2dL72d06

Action
B Added

What
Virwef s01\Date ' Adersn\Matenals'\ Netwro_Auditor_Demo_YV30.pptx

Vihers When

§/17/2022 12:00:00 AM

Object type
File

System Service o Medified Background Intelligent Transfer Service 671772022 12:00:00 AM

system

Start Mede changed from "Menual™ to "Auto®

Scheduled Tasks\Mi

NETWRDOVAPS Scheduled Tazk ¥ Medified f\Windows\Cust Experi Improvement Pr... VAP
Tnggers: « Addeck: "At £/1/2022 £3T7:19 PM an /12002 4:37:19 PM - After tnggered, repeat every 1000000 indefindely.” - Removed: “At /3172022 4:30:05 PM on 573172002 4:30.05 PM - After tngered, repeat every 1.00:00:00 incefintely,”

6/17/2022 12:00:00 AM

3 Cue

NETWRDOVAPS Scheduled Tazk W Medified Scheduled Tasks\Microscft\Wind, ner Experience Improvement Pr.. vag
Triggers: - Added: “At 5/31/2022 43005 PM an 3/31/2022 4:30:05 PM - After triggered, regeat every 1.00:00:00 indefinizely.” - Remaved: "At 3/20/2022 4:22:31 PM on 5/30/2022 222:31 PM - After triggered, repeat every 1.00:0200 indefinitely.”

Hgrest Enetwrupse.cnmicrosoft.com Azure AD Object © Medified Netwric Auditor for SharePoint Online State-In-Time netwiirpse.cnmicrosoft.com §/17/2022 12:0C:00 AM
Key Description changed from “[{Keyldentifiers 25f33829-4073-473d-Scdc-533 1 45360607, Key Types AsymmetnicX503C ert, KeyUsages Verify, DisplayNames CNa T4S37670-0213-41cd- b5a8-0a3cET303CEF (11/15/2019 4:45:24 PM)L [Keyldentdiers el bd9d2-Bed 1 -410a-8282-303dad3¢2225, Key Ty

6/17/2022 12:00:00 AM

bpells@netwrxpse.onmicroscft.com Azure AD Object B Modified Netwric Auditar for SharePaint Online State-In-Time netwrizpse.onmicrosaft.com 6/16/2022 11:50:22 PM
Key Descniption changed hom *[Keyldentdier=3ab0c43-513d-11 ad- 2bb3-HTaaTb el Key TypezAsymmetnc X500Cert, KeyUsage=Venlfy, DeplayMame= CN=T4937670-0273-41 cd-bEaB-0a9¢ 6735% 8l [T2N6/2019 122238 PM)]" to "[[Keyldentfier=1el bdd¢Z-Sed1-1102-8252-205ded3c22a5 K

NWXDEMO\c.east nwafs0l

Sesssan ID: 55861243 0000-0000-0145- 30fh23275406

File o Added \rviaef 01\ Data) Admin M. ix_Auditor Demo V2.2 pptx 6/16/2022 11:47:38 PM

NWADEMO'\ceast
Sessian ID: 5b8614fa-0000-0000-0145-10Fh23275d06

v 501\ Data\Adman\ Matenialz\Anton_1_to_1_demo_deck pptx 6/16/2022 11:45:50 PM

NWXDEMO\ Ceast
Date created: *3/721/72019 12353:55 PM™

Vv sOT\Data'Adersn\ Matenals' pic.png §/16/2022 13:3%11 PM

NWXDEMO\c.east
Date created: "5/21/2013 1253:55 PM”

\\nwaef 501\ Data\ A demin| Materials\User Guide_v.7.docx 6/16/2022 11:34:25 PM

NWXDEMOADCS \lermaxd

User Account Locked Out (VAP)

6/16/2022 11:34:00 PM

O\ Uzears) Admini:

NWIADFMr saet WVirneaf T Natal A deran\ Matpriale) Serirt . GDPR-Final daey AIAANP2 117730 PM

Full screen | Hde

Actiuity record detals

Dats source:
Menitoring plars
ftem:

Azure AD
Office 365

ATkach@netwrupseonmicroscét.com (Cffice
365 tenant)

Key Description changed from *[[Keyidentifie
r=2LIBSTIS-A07G-4 13d-0cic-5307d 5260607,
KeyTypes AsymmetncXS0SCert KeylUsage
Verify, DisplayName=CN=74537670.0213-21¢
d-b6eB-0aSch7209¢Ef (1177572019 2421 P
M)L[Keyldentifier=fe1bdSd2-0ed 1-410e-8202-
509dad3c2205 Key Type= Asyrmmetnc X509Cent,
KeyUzagesVernfy, DispleyMName=CN=7453757
0-0213-41cd-bEaB-023c57589cBf (1/14/2020 2
00:23 AMJT" to *[Keyldentdier=19700243-1d1
d-4414-8d73-32e73F202026 KeyTypes
AsgonmetricX309Cer KeyUsage=Venfy,
DisplayName=CN=74237670-0213-41cd-bEa
8-0a9cH79@5cEf {1/5/2020 6:1 245 PM)J"
Origir: Azure AD

User account details

Account:

tigreat @ netwripse.onmicresoft.com

Exclude from search » | | Include in search »
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& Risk Assessment Overview

HQ\e > Risk Assessment Overview

Y Filters | Natset

Risk name
+ Users and Compulers

Usér accounts with "Passward never expires”

User accounts with "Password not required”

Disabled computer accounts

Inactrve user accounts

Inactve computer accounts

Servers with Guest account enabled

Servers that have local user accounts with “Password never expires”
4 Permissions

User accounts with adminstrative per

Administrative groups

Administrative group membership sprawl

Empty security groups

S collections with the “Get a ink” feature enabled

Sies with the “Anonymous access” feature enabled

Site collections with broken inheritance
+ Data

Files and folders accessble by Everyone

File and felder names containng sensitive data

Potentially harmful files on file shares

Direct permissions on fi#es and folders

Documents and kst ems accessible by Everyone and Authenticated Users
4 Infrastructure

Servers with inappropriate operating systems

Servers with under-governed Windows Update configurations

Servers with unautharized antrarus software

| subscibe || Expor |

Current value

No cata
No data
No data
No data
No data
0% (0 of 1)

100% (1 of 1)

No data
No data
100% (1 of 1)
No data
No data
No data

No data

100% (185 of 189)
25

0

100% (189 of 169)

No data

0% (0 of 1)
100% (1 of 1)

100% (1 of 1)

= Low (0%)

® High (0% - 100%)

= High (0% - 100%)

¥ High (3% - 100%)
¥ High (20 - unlimited)
= Law (@)

® High (40% - 100%)

B Low (0%)
® High (75% - 100%)
" High (0% - 100%)

(@ Help Center
Details

Files and folders accessible by Everyone

Files and lolders shared with “Everyone”
securty group / Overall number of shared
hles and folders (%).

Use this metric and underlying report to
detect whether your files and folders can be
accessed by Everyone.

Last update time:  6/17/2022 307 AM

Risk threshold values:
Low: 0% -1%
Medium: 1% - 5%
High: 5% - 100%
Actions

= Madify threshokds

netuwrix



¢ Member Added to Privileged Group

Hame » Allalerts » Member Added to Prvileged Group

General
Redpients
Filters
Thresholds
Risk Score

Response Adtion

Save

| | Discard

Teke action when alert oocurs

® ) off
muri; D.'l.lﬂtl!'gl'ﬂlﬂl'lyl.m[‘ﬁl"ﬂ. Aupdiar |I'|tE-gI'ﬂ.[||:II'I Add Dﬁ_1c1’ 5:!3{”.NEtA‘.'I.I\'_:'ItEgl"ahDﬂS.clleﬂt.E.l.E
With paramietors: slack

Warking directary:

Options: [ wirite data to Csv file Limit row cout in a file to: m
Credentialis By default Metarx Auditor uses the LagalSystem account ta run the executable file,

[ I Use custom oredentizls

User name:

Password:

Command line preview:;

DintegratiansiMetwrn_Auditor_Integration_Add_on_for_SlackiMetwrixintegrations.Cliertexe slack alertld) [Recordig)

Test run EE

Mote: [alertid] - unique alert item idensifier,
[Recordld} - urigue adtivity record identifier.

netwrix
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¢Por qué Netwrix?

Ciclo completo

Cierre la brecha entre los controles de
seguridad de sus datos y facilite todas las
funciones clave de la seguridad de TI:
identificar, proteger, detectar, responder
y recuperar.

Cobertura mas
amplia

Controle el acceso a sus datos
confidenciales estructurados y no
estructurados, independientemente de
donde residan.

Gartner

peerinsights.,

“Provee gran valor para una
inversion razonable”

Ecosistema de
integraciones

Maximice el valor de las inversiones
anteriores integrando las soluciones
de Netwrix con sus herramientas
actuales de Tl, seguridad y gestion de
riesgos.

Clasificacion precisa

Obtenga resultados de clasificacién de
datos mucho mas precisos que los que
ofrecen otras herramientas y clasifique
tipos de datos especificos para su
empresa.

Soporte de primera
clase

Haga que sus problemas sean
resueltos definitivamente por nuestro
equipo de atencion al cliente receptivo

y experto.
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iNetwrix ha crecido! Aqui esta |la descripcion de los productos para ayudarlo

H

con la seguridad y la administracion de TI.

Netwrix Auditor

Identifique riesgos de TI, detecte actividades
sospechosas e investigue incidentes de
seguridad

Netwrix StealthAUDIT

Identifique y reduzca sus riesgos relacionados
con datos confidenciales

Netwrix Data Classification

Descubra y clasifiqgue datos confidenciales,
regulados y de mision critica

Netwrix StealthDEFEND

Detecte ataques avanzados en tiempo real

.

i

Netwrix Password Policy Enforcer

Mejore la seguridad con politicas de
contrasefia seguras

Netwrix Password Reset

Identifique riesgos de Tl, detecte actividades

sospechosas e investigue incidentes de
seguridad

Netwrix StealthINTERCEPT

Impida cambios y accesos maliciosos

Netwrix StealthRECOVER

Recupérese de cambios y eliminaciones no
deseados en Active Directory

P Netwrix Change Tracker

Alternativa a Tripwire

File Integrity Monitoring
Certificado CIS & STIG Hardening
Gestion de vulnerabilidades

9 Netwrix PolicyPak
ks

Cumpla con los controles NIST and
CMMC

Elimine los permisos de Administrador
Local, elevacién de permisos y
baypass de UAC

Prevenga malware

Simplifique la gestion de Windows 10 /
Group Policy / VDI

Netwrix SbPAM
2y

3rd Generation PAM
Zero Trust
BYOV
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